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Abstract—Artificial intelligence (AI) is a double-edged
sword for cybersecurity. Both cybercriminals and cybersecurity
firms have taken advantages of Large Language Models (LLMs)
to generate and defend attacks respectively. Although research
has shown AI’s impact on enhancing cybersecurity, there is
limited research on the role of explainable AI (XAI) in
cybersecurity. This research proposes the mediating role of XAI
in AI-SETA (security education and training awareness) and
phishing susceptibility. A measurement model is also proposed
and tested empirically with 132 email users in the mining
industry. Results show significant effects of AI-SETA and XAI
on the reduction of phishing susceptibility.
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I. INTRODUCTION

Cybercrime costs from data loss, financial theft, lower
productivity, and Intellectual property (IP) infringement will
reach $10.5 trillion USD by 2025 [1]. Email phishing is one
of the major attack methods used by cybercriminals. Email
phishing is a cyberattack in which attackers send emails with
malicious links to entice users to click on them and
compromise computer security [2]. Many companies invest in
security education and training awareness (SETA) solutions
to educate employees about cybersecurity attacks, especially
email phishing. Cybersecurity trends, in both offense and
defense, are transitioning toward artificial intelligence (Al)
due to its capabilities and effects [3]. Al has become a double-
edged sword in cybersecurity. Notably, cybercriminals have
applied Al to make phishing emails look more legitimate. To
counter, cybersecurity firms such as KnowBe4 are offering
Al-enabled SETA to help companies raise employees’
awareness in email phishing.

Since emails are mostly textual, the most applied Al
technology in email phishing and its detection is Large
Language Models (LLMs). LLMs are models that have
natural language processing capabilities. Foundational LLMs
with billions of parameters are typically built and offered by
major technology companies. They typically pre-trained on
extremely large datasets and provide responses to general
users’ prompts [4]. Cybersecurity companies like KnowBe4
have taken advantages of pre-trained foundational LLMs for
AI-SETA in email phishing. For example, KnowBe4 fine-
tunes pre-trained general LLMs with its own proprietary
datasets on email phishing to enhance awareness training and
offer phishing defense techniques for specific use cases.

LLMs have their limitations. For instance, hallucination is
one of the major concerns of researchers, practitioners, and
users regarding LLMs’ applications in detecting email
phishing. For most of the general users, LLMs’ algorithms are
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“black boxes”; they don't know how Al algorithms work and
how these algorithms can detect phishing emails. Hence,
explainable artificial intelligence (XAI), which aims to help
humans comprehend how Al algorithms work, becomes
important to help build user trust in Al. For instance, XAl in
AI-SETA for phishing detection can assist email users to
understand how Al algorithms to classify phishing vs.
legitimate emails.

XAI was described as a way to ensure that Al systems
make accurate predictions and provide clear explanations for
their predictions as sound decision support [5]. XAl can be
referred to as tools, techniques and processes applied to Al
model building and deployment to help make AI decision-
makings transparent and understandable to human users [5].
From a behavioral perspective, XAl can also go beyond purely
technical explanations but to focus on how human users
perceive, interact with, and make sense of the Al systems and
their decisions and outputs. In short, XAl can also be a
measure in how well an Al user understands Al’s final
decisions.

Similarly, phishing susceptibility research also examines
its related issues from both technical and behavioral
perspectives. Phishing susceptibility, also known as "phishing
vulnerability," is "the likelihood of an individual falling prey
to a phisher, in which case s/he considers a phishing email to
be legitimate, responds according to the email, and exposes
private information, such as usernames, passwords, and credit
card details" [19]. Many studies have been conducted to
understand the causes of phishing [2][6][7][8] from both
technical and behavioral perspectives, but limited research
exists on Al applications in phishing detection. Since Al-
SETA is a relatively new technique for phishing detection and
XAl is also a relatively new concept, there is a lacking of
research of the impact of AI-SETA and XAI on phishing
susceptibility.

The purpose of this research is to understand the impact of
AI-SETA and XAI on phishing susceptibility. It addresses the
gap in the literature by investigating the interrelationships
among AI-SETA, explainable Al (XAI), and phishing
susceptibility, and proposing research and measurement
models to test these interrelationships.

The remainder of this paper is organized as follows:
Section II presents a literature review of the constructs and
theories. Section III proposes the research model and its
hypotheses. Section IV proposes the measurement model and
discusses the results of a quantitative study. Section V
concludes with summary, implications, limitations, and future
research directions.



II. LITERATURE REVIEW

A. AI-SETA

AI-SETA is the application of Al in security education and
training awareness (SETA) solutions to educate technology
users about cybersecurity attacks, including email phishing.
Al is defined as a set of technologies, machines, or systems
capable of emulating human performance, typically by
learning to understand complex data that normally requires
cognition [9]. Al's abilities have contributed to the rise of its
use in cybersecurity [10]. For instance, Al can continuously
learn about cybersecurity threats and risks using massive data.
It can find relationships among threats such as "malicious
files, suspicious IP addresses, or insiders" in seconds. It not
only delivers unmatchable speed by humans but also
eliminates time-consuming tasks. Many studies have shown
that Al has effectively reduced the impact of cyberattacks
[10][11]. Studies also show increased use of Al in SETA
[12][13][14].

Al for phishing detection is relatively new and is mainly
LLMs-based. General foundational LLMs, such as GPT,
Gemini, Llama, and Claude, are fine-tuned to go beyond the
general natural language processing work to serve specific use
cases such as identifying legitimate vs. phishing emails. Many
cybersecurity providers have adopted LLMs in their detection
and defense products.

LLMs can be trained through various learning methods.
They are typically trained on an extensive corpus of unlabeled
data through self-supervised learning, like predicting the next
word. Foundational LLMs with billions of parameters are
typically built and offered to the market by major technology
companies such as OpenAl and Google, etc. A specialized
information technology company (e.g., a cybersecurity firm)
can then fine-tune its chosen foundational model(s) with its
own specialty datasets (e.g., large amount of phishing emails
across companies and industries) for specific tasks (e.g.,
phishing detection). Such fine-tuning can be done through
supervised learning on a collection of labeled datas from a
particular downstream domain (e.g., public SST-2, MNLI, and
QQP inside the GLUE benchmark in the earlier days of LLMs
development) or proprietary datasets (e.g., emails labelled as
legitimate or phishing). The fine-tuning can be a continuous
process: a cybersecurity firm can continuously train and fine-
tune its specialized LLMs with its clients’ contextual data
(e.g., language patterns, work context, etc.).

B. Explainable Artificial Intelligence (XAI)

Explainable artificial intelligence (XAI) can be referred to
the design tools and techniques offered by an Al system that
facilitate the transparency of the otherwise “black box”
approach of Al algorithms. Here, explainability refers to "the
details and reasons a model gives to make its functioning clear
or easy to understand" [15]. XAl can also be a perception of
an Al system that indicates the degree to which an individual
can comprehend the ultimate choice made by AI [16][17].
Here, explainability refers more to the “understandability” of
an Al system. Understandability can involve both sides of the
model and the user. By way of illustration, comprehensibility
and transparency are associated with the capacity of a model
to be intrinsically understandable, whereas interpretability is a
measurement of how well a human being can comprehend the
decision that a model makes. This two-sided perspective on
words used in the field of XAI highlights the significance of
taking into consideration the cognitive abilities and objectives

of the user in addition to the qualities of the model. In light of
this, the user perspective is emphasized in this research as an
essential component of XAl

C. Phishing Susceptibility

Phishing was defined as "the practice of sending deceptive
electronic communications to acquire private information
from victims, results in significant financial losses to
individuals and businesses™ [18]. Phishing susceptibility, also
known as "phishing vulnerability," is "the likelihood of an
individual falling prey to a phisher, in which case s/he
considers a phishing email to be legitimate, responds
according to the email, and exposes private information, such
as usernames, passwords, and credit card details" [19].

Phishing susceptibility has been a subject of study in
behavioral information security research for many years [18].
Although studies showed that IT security knowledge is
needed to prevent phishing, employees still frequently fall
victim to phishing attempts [19]. Phishing susceptibility
research is typically classified in three main categories: 1)
user characteristics (e.g., psychological, behavioral, or
demographics factors); 2) characteristics of a phishing
message; and 3) interventions such as trainings or warnings.
User and message characteristics are typically theorized as
having a direct association with an individual’s phishing
susceptibility, while interventions are often theorized as
moderating those relationships [19].

Several attributes make people susceptible to phishing.
These include phishing victims’ traits and attack features
[20][21][22]. Numerous personality traits were found to
affect information processing, which affects phishing risk
[23]. How a person fits within the organization's information
flows and how one’s workgroup duties affects one’s thinking
— they both affect phishing susceptibility [19]. IT security
awareness affects phishing susceptibility in addition to
contextualized, multi-level information processing [18]. Lack
of technical skill in spotting phishing makes people
vulnerable [8]. Internet anxiety increases phishing
susceptibility [18]. When the link was textual but the source
unclear, lack of focus had a substantial effect on phishing
susceptibility [18]. When evaluated independently, risk
propensity had a significant main effect in the known source
and text link condition [18]. Participating in online
communities minimizes phishing risk [18]. Unexpected email
links with numbers are far less likely to be clicked [18].
Liking the sender increases receptivity [22]. No significant
age or gender effect was found on phishing vulnerability [18].

Hence, the literature shows that much research exists with
regard to phishing victims’ traits and attack features. As Al-
SETA for phishing detection is a relatively new technique
and XAI is a relatively new construct for cybersecurity
research, their relationships to phishing susceptibility need to
be studied. This research aims to examine how AI-SETA
training on phishing awareness reduces user phishing
susceptibility behavior and what the role of XAl plays in the
relationship.

III. RESEARCH MODEL

Fig. 1 illustrates the research model on AI-SETA and
phishing susceptibility where XAI serves as a mediator.
Research has shown that XAl enhances trust in Al-assistant
decision making [24]. Trust often serves as a mediator, such
as for the relationship between e-commerce website



determinants and online shopping behaviors [25] and for the
relationship between satisfaction and continuous knowledge
sharing intention [26]. Hence, XAl is proposed to play the
mediating role for the AI-SETA’s effect on reducing phishing

susceptibility.
Explainable Al
(XAD)

H1 (+) H2 (-)

Phishing
Susceptibility

Fig. 1. Research model on AI-SETA and phishing susceptibility, where
explainable Al serves as a mediator.

H3(-)

Having XAl as a mediator is important because the “black-
box” approach of an Al system may mislead a user to over
trust the AI system. Over trust due to the absence of
explanations might lead to erroneous decisions, which would
in turn lead to users massively distrusting the Al system
provider — and trust repair after damage is usually very

difficult [24]. XAl demands for extra efforts from Al system
providers and require more user education to enhance their
understandability. These XAl actions seem to be a cost but
would have long-term benefits that overcome the initial cost.

The following hypotheses are derived from the proposed
research model:

Hl: AI-SETA training has
explainability of Al

a positive effect on

H2: Explainability of Al has a negative effect on phishing
susceptibility.

H3: AI-SETA training has a negative effect on phishing
susceptibility partially through AI-SETA’s effect on
explainability of Al

IV. MEASUREMENT MODEL AND EMPIRICAL RESULT

Table I shows the measurement model. All definitions and
measurement items are based on the literature. Applying
instruments from the existing literature helps ensure the
internal validity and reliability of the measurements.

TABLE L. MEASUREMENT MODEL OF AI-SETA, XAI AND PS.
Constructs Definition Measurement Items Scale Literature
AI-SETA The inter-related activities | 1) I understand that AI SETA increases my knowledge and skills in S-point | [28]
organizations employ to foster | Cybersecurity on how not to click on link in phishing email. Likert
employees’ understanding and | 2) Iunderstand that Al SETA increases my knowledge and skills in scale
compliance with information security | Cybersecurity on how not to submit credentials
policies and guidelines using artificial | 3) I understand that Al SETA increases my knowledge and skills in
intelligence features [27][12]. Cybersecurity on how report suspected phish.
Explainable AT | XAl is a characteristic of an artificial | 1) Iam confident in the Al feature to indicate whether an email is a phish. | 5-point | [29]
(XAI) intelligence system that indicates the | 2) The Al feature is accessible to me to check and see if an email is a Likert
degree to which an individual can | phish. scale
comprehend the ultimate choice made | 3) The Al feature provides for privacy and confidentiality on the phishing
by AT[16][17]. and does not disclose the internal relationships of a trained AI model to
unauthorized third parties.
Phishing The likelihood of an individual falling | 1) I am at risk of becoming victimized by phishing attacks. 5-point | [30]
Susceptibility | prey to a phisher, mistaking a phishing | ) [t is likely that I will become victimized by phishing attacks. Likert
email to be legitimate, responding to [73)7 s possible that I will become victimized by phishing attacks. scale
the email, and exposing private
information [19]. 4) My chances of getting phished are great.

Note: All measurement items are in 5-point Likert-scale: 1 — strongly disagree; 2 — disagree; 3 — neither disagree or agree; 4 — Agree; 5 — strongly agree.

The research model and its measurement were tested
through an empirical study of 132 of underground miners
working for an international mining company in Spring 2025.
The participant demographics is representative of the
underground miner population.

Partial Least Square (PLS) Structural Equation Modeling
(SEM) path modeling was used in SmartPLS 3.0 to evaluate
data and test hypotheses. SEM is applied to examine the
measurement model and analyze the structural model.

The measurement model showed high convergent validity
and reliability. Confirmatory factor analysis (CFA) also
assessed measure reliability and validity, concentrating on
convergent and discriminant validity.

Hypothesis testing showed that all hypotheses were
supported. There is significant relationship between Al-
SETA and XAI. XAI significantly reduces phishing
susceptibility. And AI-SETA also reduces phishing
susceptibility through the partial mediating effect of XAL

V. CONCLUSION, IMPLICATIONS, AND FUTURE WORK

We proposed a research model on examining the
interrelationships among Al-based security education and

training awareness, explainable Al, and phishing
susceptibility. We also designed a measurement model for the
constructs. We used questionnaire survey data to confirm the
validity and reliability of the measurements and to test the
research model. AI-SETA’s and explainable AI’s negative
effects on phishing susceptibility were both supported and
statistically significant.

Hackers' use of phishing and cybersecurity crime's cost
remain major challenges for cybersecurity practice and
research [2]. Companies are using Al to reduce cybersecurity
concerns like phishing [31]. AD’s performance benefits
continue to encourage its use in popular systems like email
[32]. This research demonstrated the impacts of AI-SETA and
explainable AI (XAI) on reducing phishing susceptibility.
Specifically, our study extends the literature by providing the
theories and empirical evidence on the role of explainable Al
in reducing phishing susceptibility behavior. Explainable Al
for phishing detection is not just hyped but as empirical
evidence showed that there is statistical significance in the
relationships. This study advances behavioral information
security with explainable Al knowledge.

Our study also recommends organizations to choose Al
systems that have enhanced explainability, especially in



cybersecurity applications. Email phishing detection Al
should also explain how and why the Al systems can detect
phishing. Such explanations help users to build trust in Al
systems and decrease their susceptibility of clicking on
harmful links.

The study has limitations. Our data size can be larger and

the data can be more diverse such as including open-pit miners
as well. The differentiation of underground vs. open-pit
miners is important as underground miners are in higher risk
environment and one miner’s security weakness can
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